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Abstract

The Resource Entitlement Management System (REMS) is an electronic tool that manages access rights to
research resources, such as research datasets. Applicants can use their federated identity as authentication to the
REMS, complete the data access application, commit to licence terms and submit the application to the
appropriate resource. The REMS system circulates the application to the resource owner or denoted
representative(s) in support of the data access granting process, and provides a reporting function for applications
and granted data access rights.

This paper introduces the different aspects that manage access to research data and the requirements for the
REMS system. The REMS has been piloted with the European Genome-phenome Archive (EGA), a service of
the European Bioinformatics Institute (EBI), and with a complex data access committee of the Nordic Control
Database (NCDB). Although originally developed for the life sciences as part of the ELIXIR project, the REMS
system aims to be a discipline independent tool for access rights management.
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1. Introduction

In the research and education networking community, cross-organisational identity management has been a
subject of interest for years. The concept of an Authentication and Authorisation Infrastructure (AAI) was
introduced in Switzerland in 2001 (Droz, 2001) and since then, 34 research and education identity federations
have emerged to allow cross-organisational access to resources, relying mostly on the web single sign-on
scenario of the SAML 2.0 technology (REFEDS, 2013).

The driving force behind identity federations has been federated authentication. An end user is able to use a
single set of credentials (typically, username and password issued by home institution) to access resources in a
remote security domain. In many scenarios, federated authentication has already provided significant benefits
while the second “A” for cross-organisational authorisation has received less attention.

The management of research data has become a topical issue in contemporary science. One of the greatest
challenges for research data management is posed by genome research (Smedley, 2010; Clarke, 2012; Church,
2010). Research projects produce research data, whose availability for secondary use reduces significantly the
total costs and increases the scientific output of research projects. More and more data is created at accelerating
speed. For instance, the efficiency (and subsequently cost) of sequence data generation has improved by six
orders of magnitude from the early days of the Human Genome Project in 2000. Application of human genetic
variation data in research requires that the research infrastructure is ready for controlling the use of data for the
purposes it is meant and consented for. Whereas there are also other significant challenges, such as the
discoverability of the research data, a key challenge is the access management of the datasets.

In general, open access to research data is desirable; when researchers have identified a dataset important for
their study, they could simply download or access the data without any further complications (Clarke, 2012;
Hrynaszkiewicz, 2012). However, there are various examples of ethical, legal, societal and intellectual property
reasons (Cates, 2012; McGuire, 2011; Ostermann, 2012; Tabor, 2012) for controlling access to the research
data. The examples below further clarify these reasons (commonly dubbed as ELSI) in the context of the life
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sciences (Knoppers, 2012).

Ethical. Research data could be used for unethical purposes, such as, for political discrimination. If there is a
risk of unethical research being carried out, it is a common practice that an ethical committee needs to screen the
research proposal before access is granted to the researcher. On the other hand, it can be also unethical to deny
access to a research dataset and make the researcher carry out a similar experiment again, if that research, for
instance, requires sacrifice of the lives of test animals. Societal reasons to control data access are closely related
yet distinct from ethical reasons as all societies do not share the same values. For example, societies may differ
with regard to their public health system and insurance policies, the use of stem cells in research, minority
groups (e.g. homosexuals and transgenders), abortion, or blood donation. Societal diversity will likely have a
large impact on the use of genetic data in research.

Legal. Data protection laws protect the privacy of the data subjects if the datasets consist of personally
identifiable information. In the life sciences, the datasets often consist of the human participants’ health records
and also their strong identifiers, such as the national identification numbers. The participants may consent their
data for research purposes and the data can be anonymised/pseudonymised/aggregated, but this does not remove
the legal obligation to manage access to the datasets.

Intellectual property. Different intellectual property rights, such as copyrights, may be associated with the data.
The intellectual property rights limit access to the research data. For instance, the data owner may not want to
open the data until all related patent applications are filed.

The REMS system can assist in access management when open access to datasets cannot be provided. Section 2
of this paper introduces previous work on access management. Section 3 presents general approaches to research
data access management. Section 4 introduces the Resource Entitlement Management System (REMS), its
requirements and section 4.3 its implementation. Section 6 presents a pilot carried out with the REMS system,
section 7 identifies future work items and section 8 concludes the paper.

2. Previous Work

In the literature, authorisation is generally defined as a function f(S,0,A,e) which produces a “yes” or “no”
answer to the question “Is subject S allowed to execute the action A to the object O given the effective
environmental variables e”. In the context of research data access, that translates to the question “Is the
researcher S allowed to download (or execute a program that uses) the data O in a given environment (such as
the network the researcher is in).

Role-based access control (RBAC) has been a subject of research since the 1990°s (e.g. Ferraiole, 1992;
Ferraiole, 1995) and has become a mainstream approach to authorisation. In RBAC, a user is assigned to a role
and a role is further assigned to an access rights. For instance, access to a service may be granted to all students
or employees of a particular university using appropriately defined role. A special case of RBAC is group-based
access control, where access rights for a particular researcher are coupled to membership to a group.

Grid computing frequently uses access management based on group membership (dubbed as virtual
organisations or VOs). These groups are managed using Virtual Organisation Membership Tool (VOMS) (EMI,
2013). In SAML-based identity federations, similar group management elements exist in tools such as the
SWITCH Group Management Tool (SWITCH, 2013), Internet2 COManage (Internet2, 2013), SUNET COIP
(Nordunet, 2013) and the SURFconext of SURFnet (SURFnet, 2013). The VOOT research project also studied
the management and sharing of the group membership information (GEANT, 2013).

Access control can further be divided into the functionality of a policy enforcement point (PEP) and policy
decision point (PDP). The PDP evaluates the function f(S,0,A,e) and provides this result to the PEP that is used
to enforce the access control. Standard languages and protocols, such as XACML (OASIS, 2013), have been
developed for communication between these two components. Furthermore implementations such as Argus
(SWITCH, 2013b) are already used by the National Grid Initiatives, a member of the European Grid
Infrastructure.

3. Authorisation of Research Data

We have found that authorisation is typically granted based on role or group based access management,
committing to appropriate licence terms or submission of a data access application.
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3.1. Role or Group Membership

A researcher is authorised to access the data as a consequence of the assigned role or group membership. For
example, access to a particular dataset will be granted to any researcher affiliated to a research institution that
already has access to the dataset. Access may also be limited only to members of the research group within the
institute carrying out a pre-defined experiment. Role or group membership may be managed by the home
institute and it can be released as an attribute within the SAML 2.0 web single sign-on scenario, using standard
attributes such as eduPersonAffiliation, organisationalUnit, or isMemberOf. For roles and groups managed by
the research communities themselves, community-maintained attribute authorities can be used like the VOMS,
discussed in section 2.

3.2. Commitment to the Licence Terms

Often, the researcher needs to commit to the dataset’s licence terms before access to the data is granted.
Depending on the discipline, the licence terms can also be dubbed as the Terms of Use, Code of Conduct or Data
Access Agreement. Typically, the researchers must agree that they will use the datasets for the consented
research purpose only, protect the data adequately and destroy it when the research project is completed.

Traditionally, as evidence of commitment to the licence terms, researcher will have to sign a paper document and
send it to the party that owns or manages access to the datasets. However, in the European Union, the e-signature
directive (EU, 1999) implies that under certain conditions electronic signatures can have the same legal effect as
handwritten signatures. For instance, if an end user is authenticated reliably by an Identity Provider in an identity
federation and the server log files show that he/she has pressed the “I approve these licence terms” button, it can
be argued that this qualifies as equivalent to a handwritten signature. Ultimately, it is up to a court to evaluate if
the evidence of the researcher’s commitment to the licence terms is sufficient.

3.3. Submission of a Data Access Application

A widely adopted approach to grant access rights to a dataset requires a researcher to submit an application form
that provides justification (e.g. an attached research proposal) for the request to access the dataset. The
application is either accepted or rejected by the resource owner, or a denoted representative, such as a data access
committee evaluating the quality of the intended research and compliance to the original informed consent.

Traditionally, the data access application is a printed and ink-signed document that is delivered in the postal
mail. It may be also an electronic document sent as an e-mail attachment, but often an ink-signed copy of the
application needs to be delivered as well. However, the application can be also converted into a fully electronic
form. The common enterprise identity management software products already support electronic workflows that
could be used to process electronic access right applications.

3.4. Discussion

The previous sections presented three approaches to manage access to research datasets. The approaches are not
mutually exclusive and, in practice, it is typical that all three of them are used in parallel; the end user must be a
researcher in good standing, commit to the applicable licence terms and present a written application to apply for
access to the datasets. As discussed previously, it is possible to manage role or group memberships automatically
or semi-automatically and it would be possible to implement a fully automatic system that grants access to the
data based on compliance to the appropriate licence terms. However, the data access application based approach
cannot be fully automated as each applicant within the application must be evaluated individually. It has been
suggested that data access applications could be replaced by role or group membership models with additional
committed licence terms (Hrynaszkiewicz, 2012). In practice, however, human data consented for research
through controlled access mechanisms prevent such option (Knoppers, 2012).

The three models presented above could be combined by using a layered approach with increasing security and
access control requirements. The first layer is fully open for data that can be discovered and shared publicly in
the Internet. The second layer consists of aggregated information that in the genomic field are calculated over all
samples in the dataset, for example allele frequencies for a particular genetic variation. The third layer consists
of data that requires individual data access permissions to be set prior to data access. The original consent
agreement will dictate the applied security model rather than the data type. The REMS software is designed to
support data access decisions based on the licence term and data access application workflows.

4. Requirements for a Resource Entitlement Management System

The Resource Entitlement Management System (REMS) is a generic access management tool. It has been
designed to support workflows that allow data access decisions to be made based on an electronic application
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process, store data access permissions in a standardized format and provide interfaces to some of the most
important services such as the SAML 2.0 for authentication or the European Genome-phenome Archive (EGA)
for research consented data under controlled access management. Here we present the requirements of the
REMS tool and the benefits it can bring to the access management of the research datasets.

4.1. REMS Concept

Figure 1 represents the REMS concept. As a leader of a research group, a principal investigator (the applicant)
identifies those resources to which all research group members needs to apply for access. The applicant then uses
federated identity to log in to the REMS system and completes a data access application made available as an
electronic form. The application typically consists of research proposal and a list of all those research group
members (members of the application) who should have access to the data. The data access application process
starts as the applicant submits the application (arrow 1 in the figure). Depending on the workflow configured for
the resource, the REMS system may request the applicant and the members of the application to commit to the
licence terms of the resource (2), and circulates (3) the application to the person(s), (such as, data access
committee, DAC) responsible for granting access to the resources (reviewers and approvers)(4). The reviewers
can only provide comments on the application for the approvers.

The reviewers and approvers receive an e-mail notification for a new data access application. The REMS
supports federated identity authentication for both parties and a flexible workflow for evaluating, approving,
rejecting or updating an application. For example, it is possible to configure the REMS so that the application
has to be approved by two independent approvers to eliminate any human error. The REMS also provides a
reporting functionality that allows data owners to review the history of all applications on their data, close active
access permissions for any applicants and view statistics collected from the application process.

Once an application has been approved the REMS system signals that the data can be made available for the user
(arrow 5). The user can, for instance, download the dataset to a local workstation or alternatively use it as the
input for an executable application in a remote server. Therefore, REMS can be used as a Policy Administration
Point (PAP) for the access control enforcement. In case of the European Genome-phenome Archive (EGA) the
approved data access permissions are transferred from REMS to the EGA system in a secure manner.

3. Circulate
1. Apply to approver
for access

Principal
investigator
Applicant REMS

---ro- 7.
Research grou
o cance
Members of the application _

DAC 2
Approver

Dataset 2

Metadata on
dataset 1&2

Figure 1. The REMS concept. A principal investigator applies for data access from a resource (1). All
research group members must commit to the applicable licence terms (2). The REMS circulates
application to the approver(s) (3) to facilitate data access decision making process (4). The REMS also
provides an interface for the linked resources to query data access permissions that can be used together
with federated identity to arrange access to the data (5). The IdP (identity provider) and SP (service
provider) describe how federated identity is used in the REMS authentication process.

4.2. Requirements for the REMS system

This section presents the main requirements of the REMS system in detail.
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4.2.1. The Application Process

The resources to which access is applied for can be anything (not just datasets, hence the more general word
“resource”) identified by a unique identifier (such as a URI or a persistent identifier, PID). The resources must be
atomic i.e. from the access control perspective; they cannot be further split into smaller parts with more fine-
grained access rights. The user who introduces a new resource to REMS becomes the owner of the resource.

A resource workflow supports both the application and data access approval process. The resource owner can
configure one or more workflows for each resource to describe the process in detail. The REMS supports a
single application process by allowing the same workflow to be configured to a number of resources. If the
resources do not share the same workflow, the applicant must submit an application separately to each resource.

The workflow consists of the application form (see Figure 2), the resource’s licence terms (if any) and definition
of approvers and reviewers for the applications. It is also possible to have no approvers and reviewers, in which
case the applicant just needs to approve the licence terms of the resource. In other words, in that setup, anyone
who approves the licence terms gets access to the resource and the role of REMS is just to register people who
start to use the resource and store their approval of the licence terms for the audit trail.

Members

The Application

Research Group Name
Mikaels Special Interest Group
Research Group Address

Lower Manchester University,
Brixton Road B, Laboratory 8

Research Group City Add member
Manchester

Research Group Postal Code
212121

Research Group Country
Hime Janne Lauros janne.lauros@csc. fi

First Name  Last Name email

default@liferay.com

Research Group Phone undefined undefined testuser@funet. fi
555-676767 undefined undefined testuser2@funet. fi
Research Group E-mail
msig@manch.uni

Research Group Website
http://iltalehti.fi

Attachments for this Application

Mikael Linden mlinden@funet.fi
Juha Muily jmuilu@funet. fi
Tommi Nyronen tnyronen@funet. fi

Timo Miettinen rems_tmiettinen@nimbleidm.com

. . Teemu pa  rems_tper @ idm.com
Title Status Action

Janne Lauros jlauros@funet.fi -

Research Plan Uploaded Soticd Select Cancel

Licenses you need to approve You can also use email invitation instead of existing REMS identity

X . email address:
License Name Status Action N
some@gmail.com

Action
Test Terms approved Invite.

Submit Cancel

Figure 2. The applicant fills in the details of the application to an electronic form, and commits to the
licence terms of the dataset (left). The applicant also invites the application members for whom equal
access rights are applied (right). A screenshot from the REMS implementation.

In several disciplines, research is carried out by research groups and all members require access to the resources.
A workflow can be configured to allow the applicant to attach a list of research group members to the application
(see Figure 2). The applicant can either pick them from a list of existing REMS users or invite them by entering
their e-mail addresses into the application. REMS invites all members of the application to approve the licence
terms.

The approval process is typically simple; the application is delivered to the individual who owns the resource
(see Figure 3). In the life sciences the applications are approved by data access committees who may have a
secretary and a number of approvers (each with a single vote). To support multi-stage approval process the
REMS provides workflows that can be configured to consist of several consecutive checkpoints that each
application must pass to be approved. For example, the secretary can return an application for amendments if it
does not include all the mandatory information. In the second round, a simple majority of the approvers is
required to pass the application. At any stage approvers and reviewers (without vote) can register their comments
to the application. These comments are visible to the approvers and reviewers.

During the requirements specification process, it was discussed if REMS should use group management service
such as the VOOT protocols (GEANT, 2013). This would allow REMS to assign access rights to groups whereas
the group access management and update processes could be done by an external service. However, this would
limit the use of REMS for genomic projects where approvers must be able to assess each applicant or member of
the applicant individually.
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Your Action Requests

~ The Applications for you to approve(1)
Applicant Catalogue Item Action

e A A=
mlinden Kite - COHA View

Approve
Reject

Askfor a review

Figure 3. The application is circulated to the resource owner or a denoted representative for approval. A
screenshot from the REMS implementation.

4.2.2.  Application Update Process

Once approved, the applicant and the other members of the application can use the authorised resources.
However, the conditions on active applications may change and these changes must be reflected on granted
access rights.

The REMS includes application update process that allows applicant to update their active applications at any
point. For example, as new members join the research team their rights to use the resource must be updated in
the application. The applicant can also use existing application to apply access rights for new datasets. The
update process triggers always a normal approval workflow in REMS with the exception of deleting existing
approved members from the application.

The REMS approver for the application can remove the access rights for an entire application or separately from
any member of the application at any time. The applicant has a responsibility to close the application as the
research project is completed. However, in practice applicants tend not to close their applications. The REMS
provides a timer function that can be configured for each application to remove automatically any unnecessary
access rights. The timer is set when the application (or update) is approved. As the timer expires the applicant
receives an e-mail notification to confirm that the research project is still on-going or alternatively to update any
details on the application. Failure to update the application freezes data access from all members of the
application.

For any organisation hosting resources, it is important to be able to demonstrate to the funding institutes that
their services are actively used by the researcher community. Publications based on the datasets is a good
indicator. When updating, refreshing or closing an application, REMS will ask the researcher to fill in data on
any publications that have used the approved resources.

4.2.3. Reporting on Access Rights

When a manual process is converted to an electronic workflow it will also allow automation of report generation.
The most important report REMS provides is a full audit trail available to the resource owner. The audit trail is a
chronological record of all committed actions on any of the registered applications. The resource owners may
also request a report that describes specific access rights, throughput times or publications using the resource.
The applicant and members of an application can also request reports on their access rights and on the history of
the application (see Figure 4).
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Administration and Reports

Application ~ Applied Items  Applicant and Members | Publications  Free Comments

History of the Application

The application(s) this update is based on: » The applications you supervise

Application # Applicant Created Action

2 tperheentupa 2013-03-13 11:45:08.0 il ¥ The catalog items you supervise
User Description Time Stamp Catalogue item

tperheentupa Application created 3-03-13 15:02:09.0

NCOEDG Helsinki 1 samples Entitlements of Kite - COHA
jmuily Application has been sent for approval

15:02:09.0
NCOEDG Helsinki 2 samples

jmuily Approval comments: ok 2013-03-13 15:05:36.0

The granted entitlements to user by application and validity period

Igroop Application has been sent for approval 2013-03-13 15:05:36.0 NCOEDG Helsinki 3 samples
hall Application has been sent for approval 2013-03-13 15:05:36.0

P o PP NCOEDG Helsinki 4 samples Application # User userld | Entitlement granted

fwiklund Application has been sent for approval 2013-03-13 15:05:36.0 NCOEDG Stockholm 1 samples 5 nlinden 16602 2013-02-13 07:41:44.0

ametspalu Application has been sent for approval 2013-03-13 15:05:36.0 5 debbie.neece 49250 2013-02-13 07:41:44.0

NCOEDG Stockholm 2 samples

apalotie Application has been sent for approval 2013-03-13 15:05:36.0 P 9 erinn.blount.1 52232 2013-02-13 07:41:45.0

fwiklund Approval comments: OK 2013-03-13 15:06:49.0 NCOEDG Stockholm 3 samples s natosha.norberg3 56572 2013-02-13 07:41:48.0
9 debbie.norberg.3 48172 2013-02-13 07:41:48.0

lgroop Approval comments: yes

15:07:15.0 NCOEDG Malmo - Lund samples

phall Approval comments: phall yes 2013-03-13 15:07:57.0 X
GenomEUtwin Danish (DK) samples o
apalotie Approval comments: yes 2013-03-13 15:08:51.0

GenomEUtwin Swedish (SWE) samples

jmuily Application has been sent for approval 2013-03-13 15:08:51.0

muilu Approval comments: all done 2 315:22:03.0 GenomEUtwin Finnish (FIN) samples

System Application approved 2013-03-13 15:22:03.0 Kite - COHA

Figure 4. An approver can browse the history of an application (left) and have a report on all access rights
granted to a resource (right). A screenshot from the REMS implementation.

4.2.4. External Interfaces

The REMS has multiple external interfaces. For the authentication of the end users, REMS implements a
standard SAML 2.0 Service Provider functionality. All end users, including the applicants, other members of an
application, approvers, reviewers and resource owners are authenticated against a SAML 2.0 Identity Provider.
REMS retrieves the user’s basic attributes (such as name, title, e-mail address, home organisation and his/her
type of affiliation) from his/her home organisation. A shared unique identifier (such as eduPersonPrincipalName)
is requested as well to be able to match the user identity between the REMS (PDP) and the external server
enforcing the access control (PEP).

Identity attributes Service

Identity
Provider

Service
Provider

Provider Provider

entitlements attributes +

attributes

entitlements
REMS REMS
Attribute 1dP proxy
Provider
(a) (b)

Figure 5. REMS can act as an attribute provider (a) or as an IdP proxy (b).

The goal is to facilitate a number of different ways that REMS can be integrated with the user attributes required
by the Service Providers (SP). The relying parties (PEP) can use SAML protocols to rely on REMS (PDP) in
access control. REMS can act as a SAML Attribute Provider that delivers the user’s access rights in an
eduPersonEntitlement attribute as a response to a SAML attribute query (see Figure 5 a). Alternatively, REMS
can be configured to be a SAML proxy that resides in the SAML flow between the Identity and Service
Providers and enriches the SAML assertions with eduPersonEntitlement attributes (see Figure 5 b).

REMS itself has a simple catalogue user interface where an applicant can list all the resources the REMS system
is aware of. However, REMS does not intend to solve the resource discovery problem but assumes that normally
the applicants use some external catalogue service to locate the dataset(s) they want to apply for access to.
Instead, REMS provides an interface which the external catalogue can use to trigger an application to one or
more datasets in REMS. REMS then steps in and manages the application process for the end user as usual.

4.3. Benefits of REMS

The REMS is designed to make the application process easier for the applicants, reviewers and approvers by
transforming a manual process into an electronic one. The REMS enhanced reporting tools improve application
traceability, throughput times are expected to reduce and the system provides an audit trail of all committed
actions. Finally, REMS is believed to be a discipline-independent access rights management tool for research
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datasets. REMS has been developed with the requirements of biomedical data access control, but the tool can be
used to control access to versatile resources. To get the benefits of scale, we assume applications of REMS in
other research communities e.g. environmental sciences, linguistics or economics datasets that require access
control.

5. REMS Implementation

ELIXIR is a pan-European research infrastructure for biological information. It unites Europe’s leading life
science organisations in managing and safeguarding the massive amounts of data being generated every day by
publicly funded research. ELIXIR will provide the facilities necessary for life science researchers - from bench
biologists to cheminformaticians - to make the most of our rapidly growing store of information about living
systems.

Based on the requirements presented in section 4.2, the REMS system have been implemented in the ELIXIR
EGA AAI pilot, a common project for CSC — IT Center for Science, the Institute for Molecular Medicine
Finland and the European Bioinformatics Institute. The ELIXIR EGA AAI pilot has committed to release of the
REMS implementation under an open source licence. As the proposed Finnish ELIXIR node, CSC — IT center
for science is also prepared to host a REMS instance for the ELIXIR community.

The implementation is done on Java as a portlet compatible with the Liferay version 6.1.0 portal, using the
Vaadin 6 web application framework. The screenshots in Figure 2, Figure 3 and Figure 4 are from that
implementation. Also a screencast of REMS is available on the Internet'.

Although developed for the life sciences as part of the ELIXIR project, the REMS implementation aims at being
a discipline independent tool for managing access to scientific datasets. In Finland, also other disciplines, such as
the humanities and social sciences, have shown interest in the use of the REMS system.

6. Pilot with the European Genome-phenome Archive (EGA)

A pilot on the REMS system has been carried out together with the life sciences community. This section shortly
introduces the pilot.

6.1. Description of the EGA and the Nordic Control Database

The EGA (European Genome-phenome Archive?) is a service of the EBI (European Bioinformatics Institute).
The EGA provides permanent archive and data dissemination services for all genetic and phenotypic data where
the study participants have signed an informed consent agreement that authorises data release only for a specific
research use or to bona fide researchers but where consent agreement prevents fully public data dissemination.

The EGA has implemented a distributed data access-granting policy. Data access is granted by a Data Access
Committee (DAC) and not by the EGA. The DAC is typically formed from the same organisation that monitored
the original data collection and analyses or a designate of this organisation. The applicants apply for data access
directly from the DAC and all applicants within an application must also sign a Data Access Agreement that
controls how the applicant must store, analyse and transfer the data once downloaded from the EGA system. The
EGA stores the DAC approved data access decisions into an account created for each approved applicant. The
account allows the data users to access the authorised data files from the EGA archive. At the beginning of the
pilot project the EGA stored more than 300 dataset consisting of genetic and phenotypic information. The EGA
co-operates with more than 70 different DACs to provide authorised access to these datasets. Most of the DACs
do not have access to a software that would support electronic data access application process.

The NCDB (Nordic Control Database®) is a resource that stores information from the Danish, Estonian, Finnish
or Swedish samples used as controls in a number of genome-wide association studies. The resource was created
by the Nordic Center of Excellence in Disease Genetics and it has been deposited into the EGA. The current
version of the NCDB consists of 6000 samples divided into 11 separate datasets. The data access applications are
processed and approved by the NCDB DAC.

The NCDB was chosen to the pilot because the NCDB DAC has a relatively complex structure. The DAC
consists of five voting members and a secretary who prepares and presents the applications to the voting

! http://www.youtube.com/watch?v=2pkIRjksH2g
? https://www.ebi.ac.uk/ega/

? http://www.nordicdb.org/
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members. It was believed that a successful pilot with the NCDB DAC would prove the applicability of the
REMS tool also in smaller setups.

6.2. Description of the Pilot

In the ELIXIR EGA AAI pilot, the data access application process of the NCDB DAC was described and
translated into a REMS workflow. Instead of exchanging ink-signed data access agreements an applicant could
complete and submit an electronic application to REMS, and the DAC could process and approve the application
electronically. These data access permissions are transferred to EGA using a secure interface.

To enable REMS user authentication, the REMS system was also registered as a Service Provider to the Haka
federation, the identity federation of the Finnish research and higher education, enabling an applicant from that
community to use his/her home institution’s credentials to access the REMS system.

Access control to consented data will be of major importance for the pan-European ELIXIR. The ELIXIR EGA
AAI pilot is the first ELIXIR pilot focusing on the access management of the bioinformatics information related
to sensitive data, but the topic has since received more attention e.g. in the BioMedBridges EU FP7 project”.
The pilot was also recognised by the EIROforum Federated Identity Management for Research Collaboration
group as one of the projects that will explore the requirements on federated identity management and increase
interest in it among the bioinformatics community (Broeder, 2012).

The pilot was concluded in April 2013 by a successful delivery of the system for the NCDB. The researchers can
now apply for access to the NCDB electronically, and the DAC has a fully paperless system for processing the
applications. Due to the relatively small number of data access applications in the NCDB, the experiences on the
actual application process have remained limited. As a next step, it is planned to extend the REMS usage to new
EGA DACs.

7. Future work

Depending on a successful establishment of the ELIXIR consortium agreement among the ELIXIR member
countries, CSC — IT Center for Science is prepared to deliver REMS as a service from the Finnish ELIXIR node
to the other ELIXIR nodes including EMBL-EBI. CSC plans to offer the REMS service also locally in Finland
for the national biobanking (BBMRI.fi) community. Similar discussion has also started with other disciplines,
such as humanities and social sciences. It is likely that CSC as a Finnish IT Center for Science can gain
economics of scale if it operates REMS nationally for several disciplines.

Currently, the REMS service is registered as a Service Provider to Haka federation, the Finnish identity
federation for research and education. However, the EGA has end users around the Europe and beyond. At the
time of writing, REMS is approved as a pilot for the Enabling Users task of the GN3plus project with the aim of
further integrating REMS into eduGAIN, the interfederation service developed and operated by the GEANT
project and network.

The development of the REMS tool continues at the CSC. Currently, the workflow configuration is a manual
process. The REMS deployment would accelerate with the possibility to auto-generate a workflow for a simple
resource based on the resource’s metadata (for instance, the owner of a resource becomes automatically the
single approver of a data access application). Making REMS a Policy Administration Point (PAP) for the Argus
authorisation service (SWITCH, 2013b) would also provide interesting integration opportunities for enforcement
of the access rights managed by REMS.

8. Conclusions

REMS is a generic tool developed for access management to research resources, mainly focusing on research
datasets. Researchers can use their federated identity to log in to the REMS tool, complete and submit their data
access application and commit to the resource’s licence terms. The application will be circulated to the resource
owner or their representative, such as a data access committee, for approval. The REMS provides also reporting
functionalities and integration interfaces necessary for the access control enforcement.

This paper presented the requirements of the REMS system. Although originally developed for the life sciences,
REMS is a discipline independent tool and also other disciplines have shown interest in it. The REMS
implementation will be made available on an open source licence.

* http://www.biomedbridges.org/
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